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At a Glance; The TipOfit ! LILIX A OF GA2Y ¢ L

The Application T LJx A a | KFENRgl NB | OO0St S Nianie®ddik. @h2 RpgplicatiolS A y & G N
T LJrquips customers witha unique capability toinstrument their financial applications with nanometric

precision and accuracin real world time Internal application logic and external eventalike can now be

correlated F 2 NJ LINBOAAS 1 GSyde yR LISNF2NXIyO&n FPSA @andzNB Y Sy i
onboard precision clockto offload time stamping and metrics transport out of band. An extremely

lightweight, memory copy only APprovides a minimally invasive, higher performance alternative to

traditional event measurementin applications which demand ultra low latency andigh throughput. In
O2yedzyOlA2y 6AGK ¢ALNhTFu Até exteiNBizdtiorR& appligafiddleveis A &S |y
integration with internal applications and other uses.¢ KS | LILJ A Ol U defwgrs ditlafady | f & 2
universall 0O0Saa (2timeNSsX (K 2NE ROH a8y OKNRBYAT SR | OOdzNY O& @

The Appl i catMaomBerefitpf&r Business and Technology

Prime brokerage and DMA agency desks in capital markets can now provide
clients with objective and accurate per-order latency metrics referenced to real
world time to further their C O Inpriea and
performanceo confidence from a client

Geographically dispersed electronic inter-broker/dealer and global order routing
networks across all asset classes can instrument their order engines and trading
networks to get an accurate view of global execution and trading latencies on all
venues.

Proprietary arbitrage/algorithmic trading desks and buy-side high frequency traders
can fine tune strategies by cross comparison of market triggers and order
execution times across multiple markets and exchange lines. With programmatic
access to correlated metrics new opportunities can be realized.

Technologists now have the transparency and nanometric precision required to
examine and correlate specific internal application business logic with external
system and market events while imposing minimal application overhead by use of a
simple and standardized API and instrumentation framework.

A stable, cross-platform, and artifact free multi-dimensional precision
instrumentation framework unleashes financial technologists and developers -
all owing them t busingsstof ptograamkning basingse e rfif or n
thus shortening time to market for high performance trading applications.

The Appl i cat i o nradifigagpficatiarfs fhigh geormance, universal
access to accurate real world timing functions, allowing events to be measured and
correlated in the same time domain that markets and clients operate in.
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¢ A LJh T Fomconte Ithé preferred solution for precise instrumentation of high performance market data,
order execution, and low latency infrastructure by discerningtomers in finance. Typical customers include
sell side DMA and electronic trading desks, specialist and enterprise technology teams, market data

¢ A LJhPFe€ision InstrumentatiorSuite

Tu Aa | NI LIARf & RSLX 281 0f S sempOvess businSseebBtioa A @S
transparent viewinto the complex latency and performance dynamicstlwgir financial applications. With

¢ A LJh fin&nmial technologistare finallyequippedwith the precise andaccuratemeasurement capability
required to competently manage latency budget¢ A LJhaEt$ as a technology enableto help propel
businesswith a high degree ofechnical precisionand the confidenceneededto successfully competan

Q& déreatdin nfagkets

technologists, and high frequency buy side clients in capital markets.

As a technologyt A LJh ¥ €omplde drealltime event correlation and laten@nalysissolution thatperforms
intelligent measurement and monitoring sfandards based and proprietanyessagindJNB (i 2 O2f 4 ® ¢ K S
precision instrumentation suiteombines hardware accelerateappliancesand components with anodular,
embedded frameworkd & (i lto@fo¥ide customers witha high performancenalytics anctorrelationengine
Gy Fy2YSdh N& KOS CINBIOR & & Ridk dukay Shighly corffigizfalfiedecodersand

g AlGK
analyzers

Traditionally, financial applications have heavily relied on a distributed application model that utilizes high
speed, low latency networks for interconnection of application processes, clients, and external markets.
¢ A LJhemploysa leading edge approach to high precision, +#iovasive monitoring othese distributed
systemsdn applicationssuch as market data, trading platforms, and network infrastructure.

Process Process By decoding packet streams in real time throughla@yers from
2 the networkthroughto the LILJt A O GA 2y YSaa
can monitor and correlate a full range of packet and mess
events, enabling latency transparency across complex m
protocol, multthop architectures As multihop flows may
comprise several different middleware stacks or protocel:
A4 CALITFFu O2yilAysa

El messages that undergo transformations

aggregation, trading engines and execution venues.

1

Extensive coverage of over 8tandardtransports and proprietary middleware protocols
A multitude of direct exchange market data feeds for price and order entry

Standardized execution (FIX) protoagth per arder metrics
A gowing number of proprietary exchange execution protocols

Precise, lgh resolutionanalyzers &ools specific tdatencysensitive network monitoring
Metrics externalization modules for interoperability with customer specific applications

Distributed Systems Instrumentation

CALIMhFFu LI aargsSte
traffic, decodes protocols, and analyses data flows, yielc
exceptionally precise latency and performance metrics.

CALIhTTu tFaargs

in Distributed Applications

Capture Monitoring In typical networked, distrib@d environments,one or more
¢ A LJh Haflware acceleratedappliance, equipped with the
appropriate embedded protocol decoders, are deployed with
passive norrinvasivenetwork taps to provide precise correlatio

of metrics.
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Distributed to Consolidatedg New Instrumentation Challenges

As increasinglycompetitive markets push the performanceof trading and market datasystemsto the far

extremes, there isa developingtechnical trend towards consolidationf applications toreduce latency.
wSOSyili AYINPR@OUE2y &SAPSKNEI ¥¥R K| NiBwdudttBers tdDIBis& NI G SR
their networks andmerge applicationsonto single serversolutionsby using shared memory and LDMA for
inter-process communid¢an. By avoiding expensive network propagation asdrialization latencies

customers significantly lower overall latency of the trading platf, greatly enhancingtheir business
propositionand competitiveness.

This collapse of distributedrchitectures, which

removes network components (and thus netwo ()

packets to analyze), leads to an opaqueness Zp

application events and metrics for typical laten Process §§ Process
measurement systems which enogl traditional L e‘o a 2

passive network capturd.acking a view into #se

advanced applications, most commercial and h—

house toolsfor latency measurement have becorr The removal of network hops has lead an
incomplete as they lack a total view of syste  opaqueness of application metrics Bingle server
metrics for analysis. implementations

At the same timeas a competitive driver for businessounter partiesand proprietary trading desks alike
require much more detail and transparency from brokensd technologist@about execution times and order
performance in markets. Businessanagers and traders, across all desks, in turn demalnjdctive and
accurateperformancemetrics from technologists éPrecisely whatvere the time spreads otthe TWAP Algo

for execution ofti KA & Of A % Wihetedlo BeNspeSificadly need invest to get bette?é b is now an
imperative business requiremerfibr technologiststo preciselymonitor discrete events occurring within the
depths of applications, at fine grained,programmatc level, such aslgo andrisk filter performance in order
execution platforms, callback events in a market data platform, and trade related messages in exchange
matching engines.

Thesecompelling changgin trading systemarchitectures together with a new breed oftechnically astute
tradersand clientsplacenew challengesn precision instrumentation and latency measuremeanotutions

A Ephemeral latency metrics have reduced by many orders of magnitudsquiring orders of

magnitude more ininstrumentation precisionc I G N} yaAdAz2zy FTNRY GeLAOIf &)
OKIftSyaay3a ayly2YSGNRO4aé

Hnancial technologists require precise, accurate, and consistexans to correlate both internal (on

box) events and external (digtuted) eventsn real world time

No longer is application messaging cleanly encapsulated in easily accessible network packets

Messaging and events merge atthedzy Rl YSy (It €t @SNAR 2F | LI AOF A2y ¢
Instrumentation must be minimally invasive, with out of band transport and correlation of metrics

New technologies, such as Infiniband, RDMA and LDMA are increasingly implemented

p>

> > >

Clearly thee new challenges demand a new breed of tools and technologies to cope with competitive
pressures. Business needs firecision and intelligence to meet clietheeds for market transparencwhile
technologists require new ways of quantifying the busmespact of performance.



TheAgeof dNanometricE

We all know about the costs of a microsecoRdeciseand accuraténstrumentation of applicationghat
operate in a dens of microseconds paradigm require tens of nanoseconds level precision &
consistently accurate timekeepingth an externaltime referencefor instrumentation.

WKAE S @¥RK® Q@ architectures and operating systems have forged ahedeaps and
bounds performanceavise to achieve theultra-low latenciesrequired, their timekeeping abilities hav
woefully lagged behind, stilh many cases tada Y A ONZR Y S (iENgn héugheFJl-aichitectures an
chipsetscan provide tens of nanosecondesolutiontimers many practical barriers still makeal world
nanoscond range instrumentation highly elusive and difficult to achieve for high performance
applications that span multiple processes across many CPU.@ystem calls taetrieve time still
typically require acostly switch to kernel modeo return the time. Timers on mamgore architectures
lack sufficient synchronézl accuracypetween CPUs to make theaccurateenough to measurénter-
process events ocorrelate events outside of the host. Many infrastructures still synchronize ti
between hostaising NTRvith millisecond ofaccuracyMoves to dedicated higher accuracy PTP and
clocksynchronizatiorprovide accurate external time buben subject the developeto the same costly
system callr proprietarycalls via a heavy API designed for metrology or manufacturing where ove
is not of concern. Aere remairs the critical problem of correlating the events on host, which results
the use of precious resources instrumented events noplace twice the demand on CRYyclesby the
additional execution ofan event trapQ &neasurement.Worst of all, typical host based timing metho
assume that the whole logic of the business lives within a single machine, impetei@xternal eventg
occurring in real world time that markets and clients operate in

Clearly instrumentation withhost based system callimers, and onrhost event correlations fraught
with complexity anduncertainty as developers seek tmeasure latencies of high performance
applications- exceedng the boundaries of general purpose system clocks or hardware not designe
instrumentation of these applications.What is really needed is aew instrumentation framework,
designed specifically for financial applicatidhat can provide the following:

1.) Predictable and eéterministic access toan event notification mechanismwith precise and
accuratetmel y mnQa 2F yly248S02yRa LINBOAaAAzZY

2.) Highly efficientand minimally invasive API caligithout requiring context switchesr kernel
mode execution Calls that can be made from usgsace withthe confidence that events arg
notified with a deterministicequality in accuracy.

3) aSlI adz2NBYSy i #infe taeNable dccumt dbfrgRation of mtprocess and extrhiost
synchronistic events so that total efid-end latency can be measured.

4.) CPUand hostoffloading of costlynormalization time-stamping, processing, and transmission
event metadata

5.) Off host processing of event metrics as to minimize the impact of code instrumentation
enable measurement of enth-end latency across applications and infrastructure.

6.) Ease of implementation with croggatform, crossdanguage supporteasingmigration to new
kernels and hardware.

At TSAssociates we use the termanometricsto describe this new paradigm of exceptionally demand
requirements for metric analysis and correlation in financial applications.

TSAssociates hatng anticipated the need for true nanometriprecision ANDeal world accuracy
TSAssociategprovidell KS A y R dz& (i NB @récisignyidtrémer@edion sSfutdri S




Designed foHigh Performance TradingThe TipOfit ! LILX A OF GA 2y ¢ | LIn

In early anticipation of this opaquenessid to meet new businessdemandsfor nanometric precisionTS
Associates began extensive R&Rataborationwith customesto developa solution The R&D efforinitially
focused onadaptation of its distributed monitoring appliae, ¢ A LJh ® Address these difficult challenges
The inherent extensibility of the¢ A LJhap@iance wadeveraga to integrate external nanometric input
directly into TipOffQ &vent correlationengine This was a crucial step towards enabling LJh F mieasuré 2
internal application and systemsvents along with passively monitored external event®wever much more

was needed.

Further research indicated customereeded a

instrumentation framework that was no
depencent upon production flow CPU cycles

impacted programmatic efficiencyAs each event
was trapped for analysis, the execution timasd

resource loadto process these event traps near
equaled the critical execution of business logi
events thus any trapped event imposed a high C
and execution penalty. What waseeded is best
describedin the words of acustomer- & need a
simple, fast, and lightweight functiocall to get
real world timing measurements on eve
metadata withnanoseconds of accuracy regardle
of what platform, process, core, or thread the cal
made from More importantlyl needa framework
g KAOK RpBe g gedalty in CPU cycles
costly blocking returng | want to getout of the
business of tim&eeping and getback to the
business of programming business performange

Offloaded Instrumentation -
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Offloading of instrumentation functions removes
CPU cycles and execution threads from productic
K2aid NBaz2dz2NOSa FyR I ff
ensure accurate measurement of intggrocess
and extrahost events.

On Host Instrumentation

Process 1
Core 1

Process 2
Core 2

sooInosay 1sYoH uononpoid

dhy 1 2aiGé¢ AyadNHzySyal i
system CPU cycles and complies coding.

To meet these newdemands,a new technology was
researched andleveloped for customers thatgsforms
hardware offload oftime stamping and processing ¢
event metadata with nanometric accuracy ar
precision The hardware acceleratednechanismuses
kernel bypass to prevent delays due to conte
switching, as well as dedicated memory to rem:
isolated from paging and cache anomalies. By offloac
the entire cycle of processing event metadata from hi
CPU cyclesto a dedicated hardware devicethe
developer wouldnow be afforded a deterministic, nen
blocking function call to trap events with minim
penalty. Accurate time stampingf event metadata
across multiple threads, processes, and CPU calss
meant that a centrally referenced precisiotiock in
hardware was required. A precision TCXO clo
providing 10ns precision, and capable of exter
synchronization, was implemented onboard the
hardware accelerator. Bavoiding the downfalls of hos
based timersand their synchronizatin issueswith this
central clock, precise andaccurate imings of intef
thread and intefprocess events on the hostre now
possible The external ynchronization also now
providesa means of accurately crossrrelating events
on disparate systems, across diffetemosts and
infrastructure.



By offloading the entire executiorequired toprocess
SoSyid YSGFRFGFE FNRBY GKS

. . . Process |§2| Process
acceleration, customerscan then instrument their 1 23 2
3o

applications withextremely light weighfunction calls.
A simple and efficient APlvas developed to enable

developersi 2 G 6ANBE | FAYLyO) Hghtweight gt
precise event measurement and correlatioging non gepcation
blocking function calls The API provide simple,
efficient, and atomic cross platform API cahst are
not sensitive to the underlying CPU architecture Breci ‘
i . X recisely Timed
operating system. This affords the customer with a Event Metrics
easy to maintain, crosglatform APl that allows Application metricsare now Transparent

application code toremain unaffected by changes ii
the underlying kernel, shared system rhbes, or
hardware.

Lastly, customers required a means to send trapped event metadate
Production Network hostandad 2dzi 2F oFyRé (2 | @2AR 024i
precious network resources. A dedicated network stack B8&ESFP basec
adapter, are implemented in the hardware accelerator to avoid the
overhead and complexity of using the applicatiamsn network stack or

| OutofBand Network | I/0 resources.With this functionality customers could now send metri

\ using standard inexpensive oaf-band networking to central correlatior

CCG"I"?' engines (such as TipOff) without impacting production flow or adc
orrelation

additional load to &pensive low latency network fabrics such H¥GEor
Infiniband. Metrics correlation could now be performed off host via an
of band network to entirely avoid production resource penalties

Engine

Throughout this R&D efforf SAssociates aimed to provide femgle servemany-core applicationsthe same

flexibility of the multidimensionalcapabilitiesthat are 8 dzOO0Sa a Fdzf f @ LINBQdisRiERD 6 A G K ¢
applications.As a result thel LILJ A Ol {prc®igles gystdmnwdie, precise,accurate, real world time
instrumentationfor applications which run on multiple presses, with multthreaded code, across multiple

cores By providing consistent access to nanometric precise instrumentation for any thread on any core via a
simple API, applications can naapidly be migrated across different hardware and kernels withaumhe
consumingevalidation or recoding of the LILJ A OF G A2y Qa Ay adNHzYSyidl A2y @

TheApplication TaR & dzy Alj dz§ RSaA 3y Ay 02 NLIadKdalz&iéntimestantptngand G2 | OO
transmission of event metadata with precise and accurate real world time.

Application
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Realizing NanometriReal World Timavith the! LILJX A OF G A 2y

What Time Is It Really?

¢ I

In early exploration of the coming nanometric
paradigm, T\ssociatesindertook significantefforts
to fully understandcustomeg f@quirementsfor the
RS@OSt2LI¥Syid 2F GKS ! LILX
FYR YIF22NJ A&dadzS @2 RhcdnSuBe
HPET timers on my server to détnanosecond close
¢ but HPET is only reliable for single process timir|

What is an HPET ?

It9¢ adlyR&a F2N &l A 8K
HPETs were introduced in 2005 to replace th
readtime stamp counter (RDTSC) on x8
computers. HPETSs run at 10 or 100Mhz providi
- GAYS aiAaA0O1¢ 2F SAGK

with processor affinity s& | y R ee& 5| The HPET was introduced terge multimedia

external real world time applications with a high rate clocking mechanis
to ensure smooth playback of video. Linu

As HPESaref | NBSf & 2yf & | 00d kemelscan reference HPET time through vario

basis due to CPU bus synchronization issue
Developers wishing to access this timing directhg

constrainedwith either pinning all threads within a
process to a single core, or worse yet bindin
multiple processes with multiple threads to a singl
core to achieve equitably accurate clock times
Moreover, widely varied and constantly changin
HPET configuration$orce development teams to

system calls.Lacking aprecision time source,
developers in financaesort to using HPET to
time sysem events, bt HPET shortcomings have
become problematic as applicationswhich

demand real world timenow span several cores
on different procesors Although HPETS provide
a fine grained tick time they suffer from seriou
failings when used for system germance

LIn

timing in financial applications as they were
primarily designed for multimedia.

constantly struggleto maintain instrunentation
within applications, distracting them from the core
business logic.

Though customers have access to dedicated, precise time synchronizationccdeggoyment is typically

complexand difficult to managelnstallation ofdedicatedPPS and PEncO | NRa& NXBIj dzA NERNJH ¢y Sy )
of enterprise time sync stams. In additionthe AP$ provided with these haware solutions argrimarily
designed for use in metrology and mdaaturing applicationsand R 2 typ€bvide thehigh performance API
callsrequired The heavy burde® ¥ &AYLX & a3ISGaiAy3d GKS GAYSE Aa
minimizing theadvantagethese cardsontribute when compared to the investment. Customers demand more
from dedicated hardwag, consumingpreciousbus slots in systems.

A Y LINT |

TSAssociates realized early on that ubiquitous access to accurate, nariorpe¢cise time was critical for

application developers for not only instrumentation but application usage, e.g. to achieve accuracy in
timestamp data in execution orders for counter parties. To meet that neesda secondary design goal, the

PLILIX AOFGAZ2Y ¢F L ¢l a LINE OA adevelgh&RvithgAPllakcess #bSth IEEEA t A G &
1588(2008)PTPv2and PPSynchronized timewith or without UTC synchronization, amadependent of the

underlying operating system clock aegistingtime synchronization methagl(e.g. NTP)Nanometric precision

can now live in harmony with the ecasystem of NTP based servers, avoiding the costs and complications of a

major infrastructure investment to migrate from NER masse.

With the Application Tagp AP| developers now havaltra fast (<LOnsto call returr) non-blockingaccess to
time from aprecise TCXO clocWhen combined with PTPw& PPSsynchronization this also providéer
exceptionally accurate intenost timingswith nominal +£ 150ns accuracysinga master clock. The addition of
GPS referencing further enablbssinesssto rapidly conform togrowing client and regulatory demands for
accurate, real world TCglobal synchronizetime for order executiorreportingwithout high overhead.



The Application Tap - Designed Specifically for High Performance Trading

Combined with the hardware accelerated offload of instrumentation metadata, the addition of these si
8SG ONRGAOFEt TFdzyOlAz2ya YIF{1Sa G§KS | Liptatolframe®oyk fot
nanometric grade instrumentation in reaorld time.

Through initial early adoptiorfforts with clients in Europ@nd North America the hardware accelerated
¢ALIhTTFu ! LlLhas Oderfuktt®r/enhéricddaith new featuresand refined and now is in its"2
generation. ¢ KS | RRAGA2Y 27T tdtkeSt ALIILBIF MO | alidxA2ig® pedtidiedaudtbhétsizO G &
with anunparalleledcomplete solutian.

¢ KS ¢ Jredisi®rFinstrumentatiorsolution, in conjunction with the Application Tapis unique inthat its
capabilities fully meethe challenges of precision instrumentationdlatency monitoring of single server
hardware acceleratefinancial trading applications€Customers now have a transparent view of latency metrics
in these system# symphony withmeasurement and monitoring afistributed, multi-protocol, and multi-hop
architectures.

P
20
Process ( Process gz Process
1 ) 2 £ g 3
&
Lightweight Lightweight
API call AP call

Application
Tap

AN\

¢ A LIh-A Eomplete Solution for Precision Instrumentatidi Latency Monitoring

TSAssociatess aggressivelyursuingfurther research anddevelopment of the! LILX A OF GA 2y ¢ LI ®
enhancementson the roadmapinclude a DMAbased functionto directly read event metadata from
applicationmemory to providdurther CPU offload in instrumentation data transfer

General Usagand Deployment

¢CKS LXK AOFGA2Y ¢l LM OFYy o6S FLIWXEASR (42 | 6ARS NI}Iy3IS 2
A Application latency monitoringA y 02y 2dzy Ol A2y 6AGK ¢ALINTFTxu
A Eventinstrumentation with low overhead, high precision
A Remotenodelatency 2y A G2NAY3I gAGK CALIMTFFu | LI AFYOS YR t¢
A Deterministic code profiling & device driver instrumentation
A CPU process/thread stats (requires instrumented kernel scheduler)

TKS LI AOFGAZ2Y ¢l v Ad SEGNBYSt At aTnbsh basiolévé it ¢ah BeK Y I y &
deployed as a standalone device to instrument applications when customers desire their own proprietary

event correlation TK S ! LILJ A QdYiRANSSY GILIBOI f t 8 RSLIX 28SR Fa Iy | Red:
appliance which serves as a tah metrics correlation engine



TipOftr and! LILIE A Ol (+ Spoffic Bukirlebs Solutions

The practical applications presented on the following pages illustnate business and technology leverage
the Application Tap. As a fundamental enabler of nanometrics, the technology can be implemented in
numerous ways to fully instrument applications and provide transparency into market and technology
performance.

Prime Brokerage and DMArading Platformsg A high level view of amstrumented DMA platform using a
buy side FIX interfads shownbelow.

HFT FIX
CLIENT MARKET

OMS

FIX G/W
Risk & Limit
Filters

Firewall
or
Network

Thisillustrateshow ¢ A LIhFFyFRe G KS | LILJ us€ltdinmogitgrclignt okder flow datency across a

server (the OMS) by internally measuring software component latency of the FIX gateway, risk filters, and
exchange side line handlsvhich communicate via shared memonjith processes spanned across multiple

CPU coresThese events arthen sent to the Tip F ¥ u I LILIX A I y O PredseySadikelatédve I NB
external events using A LJhp&sEive latency measurement from the network to measure FIX from the wire
across the firewallas well asthe proprietary market protocol on the edge network used for exchange
connectivity.This configuration gives business a holistic;@eler view of execution dynamics including timing

of orders to and from the markegxecution times in the market (useftor liquidity discoveryas well as
performance information on the OMS application logia infrastructure components

Detailed monitoring at this level also enables technologistectivelyto detect issues in real time, enabling
them to alert business when issues ariseapplications or infrastructure, as well as inform business of specific
impact on individual orders and clients. Extension of these correlated metrics directly into the trading
platform via TipOftQ a LINE 3 NI Ycés dish Qovidleg in&MNffeeded accurate latency information to
client support desks and traders in a single view.



