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At a Glance ς The TipOffϰ !ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰ 

The Application TŀǇϰ ƛǎ ŀ ƘŀǊŘǿŀǊŜ ŀŎŎŜƭŜǊŀǘŜŘ ǎƻŦǘǿŀǊŜ ƛƴǎǘǊǳƳŜƴǘŀǘƛƻƴ framework.  The Application 
TŀǇϰ equips customers with a unique capability to instrument their financial applications with nanometric 
precision and accuracy in real world time. Internal application logic and external events alike can now be 
correlated ŦƻǊ ǇǊŜŎƛǎŜ ƭŀǘŜƴŎȅ ŀƴŘ ǇŜǊŦƻǊƳŀƴŎŜ ƳŜŀǎǳǊŜƳŜƴǘΦ  ¢ƘŜ !ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰ ǳǎŜǎ an FPGA and 
onboard precision clock to offload time stamping and metrics transport out of band. An extremely 
lightweight, memory copy only API provides a minimally invasive, higher performance alternative to 
traditional event measurement in applications which demand ultra low latency and high throughput.  In 
ŎƻƴƧǳƴŎǘƛƻƴ ǿƛǘƘ ¢ƛǇhŦŦϰ ƛǘ ǇǊƻǾƛŘŜǎ ŦƻǊ ǇǊŜŎƛǎŜ ŀƴŘ ŀŎŎǳǊŀte externalization of application events for 
integration with internal applications and other uses.  ¢ƘŜ !ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰ ŀƭǎƻ delivers ultra-fast, 
universal ŀŎŎŜǎǎ ǘƻ άǊŜŀƭ ǿƻǊƭŘ timeέ ǿƛǘƘ t¢tǾн ǎȅƴŎƘǊƻƴƛȊŜŘ ŀŎŎǳǊŀŎȅΦ 
 
 

 
The Application TapÊ - Major Benefits for Business and Technology 

 
V Prime brokerage and DMA agency desks in capital markets can now provide 

clients with objective and accurate per-order latency metrics referenced to real 
world time to further their competitive advantage and ensure ñbest price and 
performanceò confidence from a client perspective. 
 

V Geographically dispersed electronic inter-broker/dealer and global order routing 
networks across all asset classes can instrument their order engines and trading 
networks to get an accurate view of global execution and trading latencies on all 
venues. 
 

V Proprietary arbitrage/algorithmic trading desks and buy-side high frequency traders 
can fine tune strategies by cross comparison of market triggers and order 
execution times across multiple markets and exchange lines. With programmatic 
access to correlated metrics new opportunities can be realized. 
 

V Technologists now have the transparency and nanometric precision required to 
examine and correlate specific internal application business logic with external 
system and market events while imposing minimal application overhead by use of a 
simple and standardized API and instrumentation framework.  

 
V A stable, cross-platform, and artifact free multi-dimensional precision 

instrumentation framework unleashes financial technologists and developers - 
allowing them to get back to the ñbusiness of programming business performanceò 
thus shortening time to market for high performance trading applications. 

 
V The Application TapÊ affords trading applications high performance, universal 

access to accurate real world timing functions, allowing events to be measured and 
correlated in the same time domain that markets and clients operate in.  
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¢ƛǇhŦŦϰ Precision Instrumentation Suite 

¢ƛǇhŦŦϰ ƛǎ ŀ ǊŀǇƛŘƭȅ ŘŜǇƭƻȅŀōƭŜΣ Ŏƻǎǘ ŜŦŦŜŎǘƛǾŜ ǘŜŎƘƴƻƭƻƎȅ ǎƻƭǳǘƛƻƴ ǿƘƛŎƘ empowers businesses with a 
transparent view into the complex latency and performance dynamics of their financial applications. With 
¢ƛǇhŦŦϰ, financial technologists are finally equipped with the precise and accurate measurement capability 
required to competently manage latency budgets. ¢ƛǇhŦŦϰ acts as a technology enabler to help propel 
business with a high degree of technical precision and the confidence needed to successfully compete in 
ǘƻŘŀȅΩǎ ŜȄǘǊŜƳŜƭȅ demanding markets. 
 
¢ƛǇhŦŦϰ Ƙŀǎ become the preferred solution for precise instrumentation of high performance market data, 
order execution, and low latency infrastructure by discerning customers in finance. Typical customers include 
sell side DMA and electronic trading desks, specialist and enterprise technology teams, market data 
technologists, and high frequency buy side clients in capital markets. 
 
As a technology, ¢ƛǇhŦŦϰ ƛǎ ŀ complete, real time event correlation and latency analysis solution that performs 
intelligent measurement and monitoring of standards based and proprietary messaging ǇǊƻǘƻŎƻƭǎΦ ¢ƘŜ ¢ƛǇhŦŦϰ 
precision instrumentation suite combines hardware accelerated appliances and components with a modular, 
embedded framework άǎǘŀŎƪέ to provide customers with a high performance analytics and correlation engine 
ǿƛǘƘ άƴŀƴƻƳŜǘǊƛŎέ ǇǊŜŎƛǎƛƻƴΦ ¢ƘŜ ¢ƛǇhŦŦϰ ǎǳƛǘŜ ƛƴŎƭǳŘŜǎ a wide array of highly configurable decoders and 
analyzers: 
 

- Extensive coverage of over 30 standard transports and proprietary middleware protocols 
- A multitude of direct exchange market data feeds for price and order entry  
- Standardized execution (FIX) protocol with per order metrics 
- A growing number of proprietary exchange execution protocols 
- Precise, high resolution analyzers & tools specific to latency sensitive network monitoring 
- Metrics externalization modules for interoperability with customer specific applications 

 
 

Distributed Systems Instrumentation 
 

Traditionally, financial applications have heavily relied on a distributed application model that utilizes high 
speed, low latency networks for interconnection of application processes, clients, and external markets. 
¢ƛǇhŦŦϰ employs a leading edge approach to high precision, non-invasive monitoring of these distributed 
systems in applications such as market data, trading platforms, and network infrastructure. 
 

 
 
 

 
 

¢ƛǇhŦŦϰ tŀǎǎƛǾŜ bŜǘǿƻǊƪ  
Capture Monitoring  

in Distributed Applications 
 

¢ƛǇhŦŦϰ ǇŀǎǎƛǾŜƭȅ ŎŀǇǘǳǊŜǎ ŀƴŘ ǇǊŜŎƛǎŜƭȅ ǘƛƳŜ ǎǘŀƳǇǎ ƴŜǘǿƻǊƪ 
traffic, decodes protocols, and analyses data flows, yielding 
exceptionally precise latency and performance metrics.  
 
By decoding packet streams in real time through all layers from 
the network through to the ŀǇǇƭƛŎŀǘƛƻƴ ƳŜǎǎŀƎŜ ŎƻƴǘŜƴǘΣ ¢ƛǇhŦŦϰ 
can monitor and correlate a full range of packet and message 
events, enabling latency transparency across complex multi-
protocol, multi-hop architectures. As multi-hop flows may 
comprise several different middleware stacks or protocols - 
¢ƛǇhŦŦϰ Ŏƻƴǘŀƛƴǎ ǘƘŜ ƛƴǘŜƭƭƛƎŜƴŎŜ ǘƻ ŘŜŎƛǇƘŜǊ ŀƴŘ ŎƻǊǊŜƭŀǘŜ 
messages that undergo transformations through order 
aggregation, trading engines and execution venues.  
 
In typical networked, distributed environments, one or more 
¢ƛǇhŦŦϰ hardware accelerated appliances, equipped with the 
appropriate embedded protocol decoders, are deployed with 
passive, non-invasive network taps to provide precise correlation 
of metrics. 
 



2 
 

Distributed to Consolidated ς New Instrumentation Challenges 
 

As increasingly competitive markets push the performance of trading and market data systems to the far 

extremes, there is a developing technical trend towards consolidation of applications to reduce latency.  

wŜŎŜƴǘ ƛƴǘǊƻŘǳŎǘƛƻƴǎ ƻŦ άƳŀƴȅ-ŎƻǊŜέ ǎŜǊǾŜǊǎ ŀƴŘ ƘŀǊŘǿŀǊŜ ŀŎŎŜƭŜǊŀǘŜŘ ŘŜǾƛŎŜǎ allow customers to collapse 

their networks and merge applications onto single server solutions by using shared memory and LDMA for 

inter-process communication.  By avoiding expensive network propagation and serialization latencies, 

customers significantly lower overall latency of the trading platform, greatly enhancing their business 

proposition and competitiveness. 

 
This collapse of distributed architectures, which 

removes network components (and thus network 

packets to analyze), leads to an opaqueness of 

application events and metrics for typical latency 

measurement systems which employ traditional 

passive network capture. Lacking a view into these 

advanced applications, most commercial and in-

house tools for latency measurement have become 

incomplete as they lack a total view of system 

metrics for analysis. 

 
 

 
 

The removal of network hops has lead to an 
opaqueness of  application metrics in single server 

implementations 

 

At the same time, as a competitive driver for business, counter parties and proprietary trading desks alike 

require much more detail and transparency from brokers and technologists about execution times and order 

performance in markets. Business managers and traders, across all desks, in turn demand objective and 

accurate performance metrics from technologists - άPrecisely what were the time spreads on the TWAP Algo 

for execution of ǘƘƛǎ ŎƭƛŜƴǘΩǎ ƻǊŘŜǊΚ Χ Where do we specifically need to invest to get better?έΦ It is now an 

imperative business requirement for technologists to precisely monitor discrete events occurring within the 

depths of applications, at a fine grained, programmatic level, such as algo and risk filter performance in order 

execution platforms, callback events in a market data platform, and trade related messages in exchange 

matching engines. 

These compelling changes in trading system architectures together with a new breed of technically astute 

traders and clients place new challenges on precision instrumentation and latency measurement solutions: 

Á Ephemeral latency metrics have reduced by many orders of magnitude - requiring orders of 
magnitude more in instrumentation precision ς ŀ ǘǊŀƴǎƛǘƛƻƴ ŦǊƻƳ ǘȅǇƛŎŀƭ άƳƛŎǊƻƳŜǘǊƛŎǎέ ǘƻ ƳƻǊŜ 
ŎƘŀƭƭŜƴƎƛƴƎ άƴŀƴƻƳŜǘǊƛŎǎέ 

Á Financial technologists require precise, accurate, and consistent means to correlate both internal (on 
box) events and external (distributed) events in real world time 

Á No longer is application messaging cleanly encapsulated in easily accessible network packets 

Á Messaging and events merge at the ŦǳƴŘŀƳŜƴǘŀƭ ƭŀȅŜǊǎ ƻŦ ŀǇǇƭƛŎŀǘƛƻƴ ƭƻƎƛŎ ǎƛƳǇƭȅ ōŜŎƻƳƛƴƎ άŜǾŜƴǘǎέ 
Á Instrumentation must be minimally invasive, with out of band transport and correlation of metrics 
Á New technologies, such as Infiniband, RDMA and LDMA are increasingly implemented 

Clearly these new challenges demand a new breed of tools and technologies to cope with competitive 
pressures.  Business needs the precision and intelligence to meet clientsΩ needs for market transparency, while 
technologists require new ways of quantifying the business impact of performance.   
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The Age of άNanometricsέ 
  

We all know about the costs of a microsecond. Precise and accurate instrumentation of applications that 
operate in a άtens of microsecondsέ paradigm require tens of nanoseconds level precision and 
consistently accurate timekeeping with an external time reference for instrumentation.  
 
WƘƛƭŜ ǘƻŘŀȅΩǎ άƳŀƴȅ-ŎƻǊŜέ CPU architectures and operating systems have forged ahead in leaps and 
bounds performance-wise to achieve the ultra-low latencies required, their timekeeping abilities have 
woefully lagged behind, still in many cases to a άƳƛŎǊƻƳŜǘǊƛŎέ ōŜŀǘΦ Even though CPU architectures and 
chipsets can provide tens of nanosecond resolution timers many practical barriers still make real world 
nanosecond range instrumentation highly elusive and difficult to achieve for high performance 
applications that span multiple processes across many CPU cores. System calls to retrieve time still 
typically require a costly switch to kernel mode to return the time. Timers on many-core architectures 
lack sufficient synchronized accuracy between CPUs to make them accurate enough to measure inter-
process events or correlate events outside of the host. Many infrastructures still synchronize time 
between hosts using NTP with milliseconds of accuracy. Moves to dedicated higher accuracy PTP and PPS 
clock synchronization provide accurate external time but then subject the developer to the same costly 
system calls or proprietary calls via a heavy API designed for metrology or manufacturing where overhead 
is not of concern. There remains the critical problem of correlating the events on host, which results in 
the use of precious resources as instrumented events now place twice the demand on CPU cycles by the 
additional execution of an event trapΩǎ measurement. Worst of all, typical host based timing methods 
assume that the whole logic of the business lives within a single machine, impervious to external events 
occurring in real world time that markets and clients operate in. 
 
Clearly, instrumentation with host based system calls, timers, and on-host event correlation is fraught 
with complexity and uncertainty as developers seek to measure latencies of high performance 
applications - exceeding the boundaries of general purpose system clocks or hardware not designed for 
instrumentation of these applications. What is really needed is a new instrumentation framework, 
designed specifically for financial applications that can provide the following: 
 

1.) Predictable and deterministic access to an event notification mechanism with precise and 
accurate time ƛƴ млΩǎ ƻŦ ƴŀƴƻǎŜŎƻƴŘǎ ǇǊŜŎƛǎƛƻƴ. 

2.) Highly efficient and minimally invasive API calls without requiring context switches or kernel 
mode execution. Calls that can be made from user space with the confidence that events are 
notified with a deterministic equality in accuracy. 

3.) aŜŀǎǳǊŜƳŜƴǘ ƛƴ άǊŜŀƭ ǿƻǊƭŘέ time to enable accurate correlation of inter-process and extra-host 
synchronistic events so that total end-to-end latency can be measured. 

4.) CPU and host offloading of costly normalization, time-stamping, processing, and transmission of 
event metadata. 

5.) Off host processing of event metrics as to minimize the impact of code instrumentation and 
enable measurement of end-to-end latency across applications and infrastructure. 

6.) Ease of implementation with cross-platform, cross-language support, easing migration to new 
kernels and hardware. 

 
At TS-Associates we use the term nanometrics to describe this new paradigm of exceptionally demanding 
requirements for metric analysis and correlation in financial applications. 
 

TS-Associates has long anticipated the need for true nanometric precision AND real world accuracy.  
TS-Associates provideǘƘŜ ƛƴŘǳǎǘǊȅΩǎ ƻƴƭȅ ŎƻƳǇƭŜǘŜ precision instrumentation solution. 
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Designed for High Performance Trading - The TipOffϰ !ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰ 
 
In early anticipation of this opaqueness and to meet new business demands for nanometric precision, TS-
Associates began extensive R&D in collaboration with customers to develop a solution. The R&D effort initially 
focused on adaptation of its distributed monitoring appliance, ¢ƛǇhŦŦϰ, to address these difficult challenges. 
The inherent extensibility of the ¢ƛǇhŦŦϰ appliance was leveraged to integrate external nanometric input 
directly into TipOffΩǎ event correlation engine. This was a crucial step towards enabling ¢ƛǇhŦŦϰ ǘƻ measure 
internal application and systems events, along with passively monitored external events.  However much more 
was needed.  
 
Further research indicated customers needed an 
instrumentation framework that was not 
dependent upon production flow CPU cycles or 
impacted programmatic efficiency. As each event 
was trapped for analysis, the execution times and 
resource load to process these event traps nearly 
equaled the critical execution of business logic 
events, thus any trapped event imposed a high CPU 
and execution penalty. What was needed is best 
described in the words of a customer - άI need a 
simple, fast, and lightweight function call to get 
real world timing measurements on event 
metadata with nanoseconds of accuracy regardless 
of what platform, process, core, or thread the call is 
made from. More importantly I need a framework 
ǿƘƛŎƘ ŘƻŜǎƴΩǘ impose a penalty in CPU cycles or 
costly blocking returns ς I want to get out of the 
business of time-keeping and get back to the 
business of programming business performanceέΦ 
 

 
 

άhƴ Iƻǎǘέ ƛƴǎǘǊǳƳŜƴǘŀǘƛƻƴ ƭŜŀŎƘŜǎ ǇǊƻŘǳŎǘƛƻƴ  
system CPU cycles and complicates coding. 

 

 
 

 
 

Offloading of instrumentation functions removes 
CPU cycles and execution threads from production 
Ƙƻǎǘ ǊŜǎƻǳǊŎŜǎ ŀƴŘ ŀƭƭƻǿǎ ŀ άŎŜƴǘǊŀƭέ ŀǇǇǊƻŀŎƘ ǘƻ 

ensure accurate measurement of inter-process 
and extra-host events. 

To meet these new demands, a new technology was 
researched and developed for customers that performs 
hardware offload of time stamping and processing of 
event metadata with nanometric accuracy and 
precision. The hardware accelerated mechanism uses 
kernel bypass to prevent delays due to context 
switching, as well as dedicated memory to remain 
isolated from paging and cache anomalies. By offloading 
the entire cycle of processing event metadata from host 
CPU cycles to a dedicated hardware device, the 
developer would now be afforded a deterministic, non-
blocking function call to trap events with minimal 
penalty.  Accurate time stamping of event metadata 
across multiple threads, processes, and CPU cores also 
meant that a centrally referenced precision clock in 
hardware was required. A precision TCXO clock, 
providing 10ns precision, and capable of external 
synchronization, was implemented onboard the 
hardware accelerator. By avoiding the downfalls of host 
based timers and their synchronization issues with this 
central clock, precise and accurate timings of inter-
thread and inter-process events on the host are now 
possible. The external synchronization also now 
provides a means of accurately cross-correlating events 
on disparate systems, across different hosts and 
infrastructure. 
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By offloading the entire execution required to process 
ŜǾŜƴǘ ƳŜǘŀŘŀǘŀ ŦǊƻƳ ǘƘŜ ƘƻǎǘΩǎ /t¦ǎ ǿƛǘƘ ƘŀǊŘǿŀǊŜ 
acceleration, customers can then instrument their 
applications with extremely light weight function calls. 
A simple and efficient API was developed to enable 
developers ǘƻ άǿƛǊŜέ ŀ ŦƛƴŀƴŎƛŀƭ ŀǇǇƭƛŎŀǘƛƻƴΩǎ ƭƻƎƛŎ ǿƛǘƘ 
precise event measurement and correlation using non-
blocking function calls. The API provides simple, 
efficient, and atomic cross platform API calls that are 
not sensitive to the underlying CPU architecture or 
operating system.  This affords the customer with an 
easy to maintain, cross-platform API that allows 
application code to remain unaffected by changes in 
the underlying kernel, shared system libraries, or 
hardware.  

 
Application metrics are now Transparent 

 

.

 

Lastly, customers required a means to send trapped event metadata off 
host and άƻǳǘ ƻŦ ōŀƴŘέ ǘƻ ŀǾƻƛŘ Ŏƻǎǘƭȅ /t¦ ŎȅŎƭŜǎ ƻƴ ǘƘŜ Ƙƻǎǘ ŀǎ ǿŜƭƭ ŀǎ 
precious network resources. A dedicated network stack and 1GE SFP based 
adapter, are implemented in the hardware accelerator to avoid the 
overhead and complexity of using the applications own network stack or 
I/O resources. With this functionality customers could now send metrics 
using standard inexpensive out-of-band networking to central correlation 
engines (such as TipOff) without impacting production flow or adding 
additional load to expensive low latency network fabrics such as 10GE or 
Infiniband. Metrics correlation could now be performed off host via an out 
of band network to entirely avoid production resource penalties. 

 

Throughout this R&D effort TS-Associates aimed to provide for single server many-core applications the same 

flexibility of the multi-dimensional capabilities that are ǎǳŎŎŜǎǎŦǳƭƭȅ ǇǊƻǾƛŘŜŘ ǿƛǘƘ ¢ƛǇhŦŦϰ for distributed 

applications. As a result the !ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰ provides system wide, precise, accurate, real world time 

instrumentation for applications which run on multiple processes, with multi-threaded code, across multiple 

cores.  By providing consistent access to nanometric precise instrumentation for any thread on any core via a 

simple API, applications can now rapidly be migrated across different hardware and kernels without time 

consuming revalidation or recoding of the ŀǇǇƭƛŎŀǘƛƻƴΩǎ ƛƴǎǘǊǳƳŜƴǘŀǘƛƻƴΦ 

The Application TapΩǎ ǳƴƛǉǳŜ ŘŜǎƛƎƴ ƛƴŎƻǊǇƻǊŀǘŜǎ ŀƴ CtD! ǘƻ ŀŎŎŜƭŜǊŀǘŜ ǘƘŜ normalization, time stamping, and 

transmission of event metadata with precise and accurate real world time.  

 

!ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰ CǳƴŎǘƛƻƴŀƭ 5ŜǎƛƎƴ 
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Realizing Nanometric Real World Time with the !ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰ 

What Time Is It - Really? 

In early exploration of the coming nanometric 
paradigm, TS-Associates undertook significant efforts 
to fully understand customerǎΩ requirements for the 
ŘŜǾŜƭƻǇƳŜƴǘ ƻŦ ǘƘŜ !ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰΦ hƴŜ ǊŜŎǳǊǊƛƴƎ 
ŀƴŘ ƳŀƧƻǊ ƛǎǎǳŜ ǾƻƛŎŜŘ ōȅ ŎǳǎǘƻƳŜǊǎ ǿŀǎ άI can use 
HPET timers on my server to get 10 nanosecond close 
ς but HPET is only reliable for single process timings 
with processor affinity setΣ ŀƴŘ ŘƻŜǎƴΩǘ reflect 
external real world time.έ 
 
As HPETs are ƭŀǊƎŜƭȅ ƻƴƭȅ ŀŎŎǳǊŀǘŜ ƻƴ ŀ άǇŜǊ ŎƻǊŜέ 
basis due to CPU bus synchronization issues.  
Developers wishing to access this timing directly are 
constrained with either pinning all threads within a 
process to a single core, or worse yet binding 
multiple processes with multiple threads to a single 
core to achieve equitably accurate clock times.  
Moreover, widely varied and constantly changing 
HPET configurations force development teams to 
constantly struggle to maintain instrumentation 
within applications, distracting them from the core 
business logic. 

What is an HPET ? 

It9¢ ǎǘŀƴŘǎ ŦƻǊ άIƛƎƘ tǊŜŎƛǎƛƻƴ 9ǾŜƴǘ ¢ƛƳŜǊέ ς 
HPETs were introduced in 2005 to replace the 
read-time stamp counter (RDTSC) on x86 
computers. HPETs run at 10 or 100Mhz providing 
ŀ ǘƛƳŜ άǘƛŎƪέ ƻŦ ŜƛǘƘŜǊ млл ƻǊ млƴǎ ǊŜǎǇŜŎǘƛǾŜƭȅΦ 
The HPET was introduced to serve multimedia 
applications with a high rate clocking mechanism 
to ensure smooth playback of video. Linux 
kernels can reference HPET time through various 
system calls. Lacking a precision time source, 
developers in finance resort to using HPET to 
time system events, but HPET shortcomings have 
become problematic as applications which 
demand real world time now span several cores 
on different processors. Although HPETs provide 
a fine grained tick time they suffer from serious 
failings when used for system performance 
timing in financial applications as they were 
primarily designed for multimedia.  

 

Though customers have access to dedicated, precise time synchronization cards ς deployment is typically 

complex and difficult to manage. Installation of dedicated PPS and PTP sync ŎŀǊŘǎ ǊŜǉǳƛǊŜŘ ŀƴ ŜƴǘƛǊŜ άǊŜ-ǿƻǊƪέ 

of enterprise time sync systems. In addition, the APIs provided with these hardware solutions are primarily 

designed for use in metrology and manufacturing applications and ŘƻƴΩt provide the high performance API 

calls required. The heavy burden ƻŦ ǎƛƳǇƭȅ άƎŜǘǘƛƴƎ ǘƘŜ ǘƛƳŜέ ƛǎ ƛƳǇǊŀŎǘƛŎŀƭ ƛƴ Ƴƻǎǘ ŦƛƴŀƴŎƛŀƭ ŀǇǇƭƛŎŀǘƛƻƴǎΣ 

minimizing the advantage these cards contribute when compared to the investment. Customers demand more 

from dedicated hardware, consuming precious bus slots in systems. 

TS-Associates realized early on that ubiquitous access to accurate, nanometric precise time was critical for 

application developers for not only instrumentation but application usage, e.g. to achieve accuracy in 

timestamp data in execution orders for counter parties. To meet that need, as a secondary design goal, the 

!ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰ ǿŀǎ ǇǊƻǾƛǎƛƻƴŜŘ ǿƛǘƘ ǘƘŜ ŀōƛƭƛǘȅ ǘƻ ǇǊƻǾƛŘŜ developers with API access to both IEEE-

1588(2008) PTPv2 and PPS synchronized time, with or without UTC synchronization, and independent of the 

underlying operating system clock and existing time synchronization methods (e.g. NTP). Nanometric precision 

can now live in harmony within the eco-system of NTP based servers, avoiding the costs and complications of a 

major infrastructure investment to migrate from NTP en masse. 

With the Application Tapϰ API, developers now have ultra fast (~10ns to call return) non-blocking access to 
time from a precise TCXO clock. When combined with PTPv2 or PPS synchronization this also provides for 
exceptionally accurate inter-host timings with nominal +/- 150ns accuracy using a master clock. The addition of 
GPS referencing further enables businesses to rapidly conform to growing client and regulatory demands for 
accurate, real world UTC global synchronized time for order execution reporting without high overhead. 
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The Application Tapϰ - Designed Specifically for High Performance Trading 

Combined with the hardware accelerated offload of instrumentation metadata, the addition of these simple 

ȅŜǘ ŎǊƛǘƛŎŀƭ ŦǳƴŎǘƛƻƴǎ ƳŀƪŜǎ ǘƘŜ !ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰ ŀ ŎƻƳǇƭŜǘŜΣ Ŏƻǎǘ ŜŦŦŜŎǘƛǾŜΣ ŀƴŘ ŎǊƻǎǎ-platform framework for 

nanometric grade instrumentation in real world time. 

 
 
Through initial early adoption efforts with clients in Europe and North America, the hardware accelerated 
¢ƛǇhŦŦϰ !ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰ has been further enhanced with new features and refined and now is in its 2

nd
 

generation.  ¢ƘŜ ŀŘŘƛǘƛƻƴ ƻŦ ǘƘŜ !ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰ to the ¢ƛǇhŦŦϰ ǎǳƛǘŜ ƻŦ ǇǊƻŘǳŎǘǎ now provides customers 
with an unparalleled complete solution. 
 
¢ƘŜ ¢ƛǇhŦŦϰ precision instrumentation solution, in conjunction with the Application Tapϰ, is unique in that its 
capabilities fully meet the challenges of precision instrumentation and latency monitoring of single server or 
hardware accelerated financial trading applications. Customers now have a transparent view of latency metrics 
in these systems in symphony with measurement and monitoring of distributed, multi-protocol, and multi-hop 
architectures.  
 

 
 
 

¢ƛǇhŦŦϰ - A Complete Solution for Precision Instrumentation & Latency Monitoring 

 
TS-Associates is aggressively pursuing further research and development of the !ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰΦ  CǳǘǳǊŜ 
enhancements on the roadmap include a DMA based function to directly read event metadata from 
application memory to provide further CPU offload in instrumentation data transfer.  
  

General Usage and Deployment 
 
¢ƘŜ !ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰ Ŏŀƴ ōŜ ŀǇǇƭƛŜŘ ǘƻ ŀ ǿƛŘŜ ǊŀƴƎŜ ƻŦ ǳǎŜ ŎŀǎŜǎΣ ƛƴŎƭǳŘƛƴƎΥ 
 
Á Application latency monitoring ς ƛƴ ŎƻƴƧǳƴŎǘƛƻƴ ǿƛǘƘ ¢ƛǇhŦŦϰ 
Á Event instrumentation, with low overhead, high precision 
Á Remote node latency ƳƻƴƛǘƻǊƛƴƎ ǿƛǘƘ ¢ƛǇhŦŦϰ ŀǇǇƭƛŀƴŎŜ ŀƴŘ t¢tǾн ǘƛƳŜ ǎȅƴŎ 

Á Deterministic code profiling & device driver instrumentation 
Á CPU process/thread stats (requires instrumented kernel scheduler) 

TƘŜ !ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰ ƛǎ ŜȄǘǊŜƳŜƭȅ ŦƭŜȄƛōƭŜ ǿƛǘƘ Ƴŀƴȅ ŘŜǇƭƻȅƳŜƴǘ ƻǇǘƛƻƴǎΦ At a most basic level it can be 

deployed as a standalone device to instrument applications when customers desire their own proprietary 

event correlation.  TƘŜ !ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰ is ƳƻǊŜ ǘȅǇƛŎŀƭƭȅΣ ŘŜǇƭƻȅŜŘ ŀǎ ŀƴ ŀŘƧǳƴŎǘ ǘƻ ŀ ¢ƛǇhŦŦϰ ǇŀǎǎƛǾŜ ŎŀǇǘǳǊŜ 

appliance which serves as a central metrics correlation engine.  
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TipOffϰ and !ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰ - Specific Business Solutions 

 
The practical applications presented on the following pages illustrate how business and technology leverage 

the Application Tapϰ. As a fundamental enabler of nanometrics, the technology can be implemented in 

numerous ways to fully instrument applications and provide transparency into market and technology 

performance. 

Prime Brokerage and DMA Trading Platforms ς A high level view of an instrumented DMA platform using a 

buy side FIX interface is shown below.  

 

This illustrates how ¢ƛǇhŦŦϰ ŀƴŘ ǘƘŜ !ǇǇƭƛŎŀǘƛƻƴ ¢ŀǇϰ ƛǎ used to monitor client order flow latency across a 

server (the OMS) by internally measuring software component latency of the FIX gateway, risk filters, and 

exchange side line handler which communicate via shared memory with processes spanned across multiple 

CPU cores. These events are then sent to the TiphŦŦϰ ŀǇǇƭƛŀƴŎŜ ǿƘŜǊŜ ǘƘŜȅ ŀǊŜ precisely correlated with 

external events using ¢ƛǇhŦŦϰ passive latency measurement from the network to measure FIX from the wire 

across the firewall, as well as the proprietary market protocol on the edge network used for exchange 

connectivity. This configuration gives business a holistic, per-order view of execution dynamics including timing 

of orders to and from the market, execution times in the market (useful for liquidity discovery) as well as 

performance information on the OMS application logic and infrastructure components.   

Detailed monitoring at this level also enables technologists effectively to detect issues in real time, enabling 

them to alert business when issues arise on applications or infrastructure, as well as inform business of specific 

impact on individual orders and clients.  Extension of these correlated metrics directly into the trading 

platform via TipOffϰΩǎ ǇǊƻƎǊŀƳƳŀǘƛŎ ƛƴǘŜǊŦŀces also provides much needed accurate latency information to 

client support desks and traders in a single view. 

  


